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AN35 - Managing Access to IMS

Introduction

IMS is a cloud-based management system for irrigation control and sensor telemetry. It is designed as a self-service application that allows the
farmer to monitor and control a variety of water systems on the farm including monitoring of water flows, tank levels, soil condition and fixed
set irrigation equipment.

IMS is used via a phone, tablet or desktop web browser. Farmers can sign up for the service and manage one or more farms or farm blocks.

In addition, the farmer can delegate operations and monitoring to trusted entities such as irrigation installers or farm hands, if they also sign up
for an IMS account.

This application note describes how a famer can manage access to farm operations using delegates or “agents”.

Readers of this application note should have some familiarity with IMS before proceeding.

NOTE. AT THE TIMEOF WRITING, WATER-INSIGHT IMPOSE RESTRICTIONS ON ACCOUNTS SIGN UP. APPLICATIONS FOR AN ACCOUNT AS A FARMER
OR AGENT NEED TO BE APPROVED BY WATER-INSIGHT BEFORE THE ACCOUNT IS CREATED.

Signing up to IMS
There are two ways to sign up: a) apply to Water-Insight directly to create an account on your behalf or follow this process:

Open a web browser like google chrome, firefox, safari or Microsoft edge
In the address bar type ims.qtech.co.nz

This will take you to the sign in screen for IMS

If you have an account enter the email address of your account and the password if it has been issued to you then click sign in.
Otherwise click create account and follow the on-screen process which will ask you to supply an email address for communication and
to associate you with the account.
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6. If you are the primary account holder select “Farmer Owner” and you have oversight over all
farms and farm blocks. Everyone else such as farmhands, installers, contractors, suppliers of
services or even a delegated farm manager must choose “Farm Delegate” (this word may change
in future). In essence the farmer creates the farm blocks and everyone else can access information FARM OWNER
about the farm(s). If the farm you want access to has already been created in someone else’s be responsible for the account
name you must select “Farm Delegate”. s i

7.  You will be prompted for a name, email address, mobile phone number to receive alert
notifications and you must create a password. Then you can submit the request to sign up. FARM DELEGATE

. . . . . ] 'y ~ .
8.  Water-Insight will respond with an email to that address approving the account and thereafter I'am a farm manager, contractor or have
you may sign in. been invited by an Owner to use IMS

Registration
Tell us a little about yourself.

Go back to Login

Managing Access TSRO Davie W
When the primary account holder (The famer who created the farms in IMS) signs in, he/she may grant
access to anyone else who has an email address. That person must either have an account as a delegate or
they must sign up as one.

MY ACCOUNT
Account Details

Password & Security

To manage access: sign in then your farms will appear. Click the “more” icon (three vertical dots) in the top Manage Access
right of the screen and select “Manage Access” from the pop-up menu. Settings
Now you will be guided through a three-step process to delegate access to another user. o
@ Sign Out
NEW FARM
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Inviting Delegates

The first time you try to share access you will see the screen below. Follow these steps to add a delegated agent or user.

Step Note

To add someone, click the share button @ e e s (=TS I
€« C & hitps//imsqrechconziiny o fr [

* EBookmarks Useful @) Workfiowhiax & My Drive % tadilnbor @ Coud BN Gosgle Maps » Other bookmarks
A =1 #3/13°C Welcome, David O, #, §

Manage Access

Here you can manage everyane that has access to your account Information
Cliek in “Share" to start sharing your account with someone.
Farm  Invited Status  Actions

You haven't shared with anyone so far.

First choose what to share. This will list all you farms ) o e e oentonens % | & (=T
or farm blocks. €3 ¢ 8 hpsmashmmin o e :
* EBookmarks Useful @) Workfiowhiax & My Drive % tadilnbor @ Coud BN Gosgle Maps » Other bookmarks

Select the one you want to grant access to by clicking Qe
#w313°C Welcome, David b 3

the down arrow at the end of the “what to share?” box w@
You can add one or more farms or blocks just keep Srhafﬂmtﬂ !
clicking the down arrow. _ [
Selection Contacts Permissions
If you aren’t happy with your select remove it by st e
clicking the cross at the end of the farm block name STEP 1: WHAT TO SHARE?
You can share either specific farms from your account or the whole lot.
What to share: I
Cancel
; ; f —— =
When you are happy with your selection click the (D 45 P ek Dsstoms. | + e m-asagmessety | oo -
next button N N T T— -5 ®:
* Bockmarks Useful @ Workllowbax & MyDrve @) Outiook-GrantPu.. 9¢ XiaMailnbor 4§ ioud [ Google Maps » Other bockmarks
& 22 4 #w313°C Welcome, David @, #, § ’
Selection Contacts Permissions
Wnom to share? What's their permissions?
STEP 1: WHAT TO SHARE?
You can share either specific farms from your account or the whole lot.
x|~

[ Hicrest x clencarron x |

Type in the email address of the delegate agent you @ s v et s« W P — —— E=tE
want invite € 3 C O 8 hips/fcthoomfimisonsshars/contacts - ®
) L & Gookmarks Usetul @ Wordioabae & MyDrive (@ Outiook-Grmtfu. 9§ Xvabsilnoos & Ciosd B8 Gosgle Maps » Othar Bockmarks
Then click the pop up button that says “send invite to
2 A 1 #313°C Welcome, David Q. 8, }
Then click the next button Share |
sSharing your your farm/account only takes 3 steps

issions
What's their permissions?

STEP 2: WHOM TO SHARE? I

Whom do you want ta share your farms Info to?

[ iohn doe@gmailcom

Send invite to john.doe@gmail.com
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Step

Now decide what role your agent will play and what
you want to let them have access to or manage.

Make sure you limit access to activities that they will
normally undertake because an inexperienced person
has the potential to affect your operations adversely.

If in doubt choose the guest template.

You can customise exactly what they can do in the
next step. In this example we will choose agent.
Agents typically do things like manage irrigation
controllers, do installation work and service a farm.

(3 1 Pt - e vy x |
€ C (0 @ htps/imsqechconz/invitation
* Boskmacs [} Use s P

Selection

Contacts

STEP 3: WHAT'S THEIR PERMISSIONS? I

winat are the per /ou want to give to these people?

STEP 3.1: SELECT ONE PERMISSIONS TEMPLATE i
Permission Template

Our pre-defined permissions templates are:
Custom: | want to customize the permissions myself.
Farm Manager: | want to allow someone to do everything for me.
Agent: | want to allow people to do almost everything, except creating or editing my farms.
Guest: | want people to only be able to have a look and not change anything.

(o] [« v | | EEED

Here we have chosen agent and we can turn on or off
various permissions.

In this example we are not going to allow the agent to
manage schedules for watering, so they will be turned
off.

&) M5 Panel - QTech DataSystems X i + ﬁ
- - - e -

< C {} & hitpsy//ims.qtech.co.nz/invitations/share/permissions o~ Q # $ :
% Bookmarks Useful @ WorkflowMax & MyDrive (3§ Outlook - GrantPu.. 9§ XtraMaillnbox @ iCloud » Other bookmarks
A m e #@3/13°C Welcome, David Q. 8,

Share

Srarngyauryour frmssaunt anl ke 2 s

Selection Contacts Permissi
=3 v &)

STEP 3: WHAT'S THEIR PERMISSIONS? I

inaCare the parTiSIons J0U WA 0 GV 10 hese peopk?

STEP 3.1: SELECT ONE PERMISSIONS TEMPLATE

Permission Template

[ -]

Our pre-diefineg permissions templates are
Custom: | want to CUSIoMize the permissions myselt.
Farm Manager. | want 10 2llow someone 1o do everything for me.
Agent: | want o allow peqple 1o 0o almest everyining excep: creating or editing my farms.
Guest: I want people to only be able to have a look and not chenge anything.

STEP 3.2: REFINE PERMISSIONS

GENERAL commanDs Farm SENSORS
@D #cess Desnooard @D seroscreduesoste ol X5 @ 0 @D o
@D sorinkler starus @D 5erd Schedules o Group QD Cexet () Deere @D Cere @) Delete
@D vensge Group Devices @D nrivicsprinkier
Convert Irrigation Devices Inhibit Grouy GROUP [RRIGATION DEVICES
g P 8 rngg‘g\m: @ 0 @D e @ 0 @D e
& oo & s @ Cexe @D Do @D Cere @) Delete
@ rotfcstons @D Repisce sprinker PLACEHOLDER screpuLES
@D sero Gareway sesings @ reed @ e @ R @ e
@ cexe @ v @D Cene @D Delere
GATEWAYS REPEATERS
@ R @D o @ red @D e
@ cexe @ v @D Cene @D Delere

€1t global property. [t means ts velue is the same for allinvites under the same emalaccount.
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Ste Note
Now that we have decided on the roles of the agent

H - - - s -
click share to go to the next step ¢ D1 (e ——— o a & 9 :
* Bookmarks Useful @ WorkflowMax & MyDrive [3§ Outlook - GrantPu.. 9§ XtraMaillnbox @ iCloud » Other bookmarks
o BIFC Welome, David O B, §
Share

Selection Contacts Permissi
= Whom to share?

: STEP 3: WHAT'S THEIR PERMISSIONS?
e — S ——

I STEP 3.1: SELECT ONE PERMISSIONS TEMPLATE
Permission Template
Agent
Our pre-defined permissions templates are:

Custom: | wan: to customize the permissions myself.

Farm Manager: | wart to 3llaw smeone to & everymhing for me.

Agent: 1 want 10 allow people t0 00 BIMOSt everyTNing, except Creating or editing my farms.
Guest | vant peple 1o only be able o have a ook and not change anyiNing.

STEP 3.2: REFINE PERMISSIONS

GENERAL commanps Far SENSORS
@D Acess Dishboard @D send Schedules o Ste Fe e X @ s @D e
@ sorinier st @D senascheauies w Group QD cexet (D veee @D Cene @D Delere
@) venzge Grous Deces @D s sprineer
GRoup IRRIGATION DEVICES
@D Conercinigation Devices @ mristGrovp
& o & e @ i @D e @ s @D e
@ o & i @ cexe @ v @D Cene @D el
@D totfcstons @D Fepiece Sprinier PLACEHOLDER SCHEDULES
@D seno Gateay seccings @ i @D e e X
@ cexe @ veee (W) Ceme  CED el
GaTEWAYS REPEATERS
@ i @D e @ s @D e
@ cexe @ vece @D Cene @D el

©1e's 2 global property. It meansits value is the same for all invices under the same emaiaccount.

(] [ o] ENED

The delegate will be sent an email inviting them to LT S —— 0. _— =
access eaCh Of the farms' & C Y @& htips//imsgtech.co.nz/invitations o yr . H
YOU can adjust the permiSSiOnS and resend the inVite % Bookmarks Useful @ WorkflowhMax @& MyDrive [J§ Outlook - GrantPu.. 9§ XtraMaillnbox @ iCloud » Dtherb:\:-kmarksA
if you wish an %3/13°C Welcome, David Q, #, §

You can also revoke the invite entirely by clicking the Manage Access

bin icon. Here you can manage everyone that hes acces toyour sccount nformation
Click in "Share" to start sharing your account with someone.

The status of the invitation is shown. Once the
recipient delegate signs up and accepts the invitation

Farm Invited Status Actions

then then they will be able to see your farm e o o e Cr
information when they sign in and undertake
whatever activities you allow. Glencarron iohn.doe@gmail.com Awaiiting for response E T ‘

click the home icon (shaped like a house) to return to
the top level of IMS to view your farms.

Revoking Delegates

Delegates can be removed at any time by signing in to your account, choosing manage access from the menu then clicking the bin icon next to
the delegates name to revoke access.

For more information email support@waterinsight.co.nz
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